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Abstract— Tremendous efforts have been made to protect the
location privacy of mobile users. Some of them, e.g., k-anonymity,
require the participation of multiple mobile users to impede
the adversary from tracing. These participating mobile users
constitute an anonymity set. However, not all mobile users are
seriously concerned about their location privacy. Therefore, to
achieve k-anonymity, we need to provide incentives for mobile
users to participate in the anonymity set. In this paper, we
study the problem of incentive mechanism design for k-anonymity
location privacy. We first consider the case where all mobile
users have the same privacy degree requirement. We then
study the case where the requirements are different. Finally,
we consider a more challenging case where mobile users can
cheat about not only their valuations but also their requirements.
We design an auction-based incentive mechanism for each of
these cases and prove that all the auctions are computational
efficient, individually rational, budget-balanced, and truthful. We
evaluate the performance of different auctions through extensive
simulations.

I. INTRODUCTION

The past few years have witnessed a surge of location-
based services (LBSs), including Foursquare [6], Google
Latitude [11], and Where [24]. LBS is an information and
entertainment service based on the geographical position of
mobile devices. Take Foursquare, one of the most popular
LBSs, as an example. Users can check in at the participating
businesses in exchange for coupons or gaming rewards such
as badges and mayorships. A recent report finds that 74% of
smartphone owners use LBSs as of February 2012, up from
55% in May 2011 [20]. With this proliferation comes a serious
concern about location privacy of mobile users. Beresford and
Stajano [1] defined location privacy as the ability to prevent
other parties from learning one’s current or past location. LBS
providers collect information not only about where we go but
what we do, who we know, and who we are. As the Electronic
Privacy Information Center reports [4], a third party may have
access to users’ location history without their explicit consents.

Several approaches have been proposed to protect the
location privacy of mobile users [15]. One of the most widely
adopted approaches is k-anonymity [12]. The basic idea of k-
anonymity is to have a trusted proxy relay the communication
between mobile users and LBS providers. After receiving the
location information from a mobile user, the proxy adjusts
the resolution of the location by returning a cloaking area
containing at least k − 1 other mobile users. As a result, the
adversary cannot distinguish one mobile user from any other
mobile user in the same cloaking area. Meanwhile, Beresford
and Stajano [1] proposed to frequently change pseudonyms
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for each user to protect its location privacy. To prevent the
adversary from linking the old and new pseudonyms of a
mobile user, they also introduced a new concept, called mix
zone. A mix zone is a spatiotemporal region, inside which the
mobile users change their pseudonyms and do not communi-
cate with LBS providers. Since a pseudonym change by an
isolated mobile user can be trivially traced by the adversary,
the pseudonym change should occur with other mobile users.

To achieve k-anonymity, there must be at least k mobile
users in the anonymity set. However, not all mobile users are
seriously concerned about their location privacy [8, 13, 15].
Iachello et al. found through a survey [8] that privacy concerns
were quite light for people with a mobile, location-sensitive
message service. In an interview with 55 people, Kassinen
was surprised by the fact that the interviewees were not worried
about privacy issues with location-aware services [13]. In [15],
Krumm easily convinced over 250 people from their institution
to give up their GPS data and learnt that only 20% out of 97 do
not want to share their location data outside their institution.

One way to supplement k-anonymity is to introduce
dummy users [14]. But this approach has many side effects
including waste of resources, significant communication over-
head, and difficulty in constructing dummy users’ movement
[1]. Another solution is to make other mobile users inside
the mix zone join the anonymity set. However, mix zones
induce a cost for mobile users in the anonymity set, because
mobile users in a mix zone cannot communicate [7]. In
addition, they need to consume their own resource, including
CPU computation, memory, and batter power. Therefore it
is necessary to provide incentives for the mobile users to
participate.

In this paper, we design auction-based incentive mecha-
nisms for k-anonymity location privacy. It is desirable for an
auction to satisfy the following critical properties: 1) Compu-
tational Efficiency: the auction can determine the winners and
payments in polynomial time; 2) Individual Rationality: each
mobile user can expect a non-negative utility by participating
in the auction; 3) Budget Balance: the auctioneer can run
the auction without deficit, i.e., the payment collected from
the winning buyers is at least as large as the payment paid
to the winning sellers; and 4) Truthfulness: no mobile user
can benefit from cheating about its true valuation on the k-
anonymity protection or its cost of participation.

The main contributions of this paper are as follows:

• We are the first to design incentive mechanisms for
motivating mobile users to assist others achieving k-
anonymity location privacy.

• We first consider the case where all mobile users have
the same privacy degree requirement and design an
auction-based incentive mechanism.
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• We then generalize the problem to the case where
users’ degree requirements are different and design
a corresponding incentive mechanism.

• We also design an incentive mechanism for a more
challenging case where mobile users can also cheat
about their requirements.

• We rigorously prove that these incentive mechanisms
are computationally efficient, individually rational,
budget-balanced, and truthful.

The remainder of this paper is organized as follows. In
Section II, we briefly review the literature on location privacy
protection, with the focus on the anonymity-based approaches.
In Section III, we introduce k-anonymity and mix-zone lo-
cation privacy protection techniques, formulate the incentive
mechanism design as an auction, and present the desirable
properties that an auction should possess. In Section IV, we
design an incentive mechanism for users with the same privacy
degree requirement. In Section V, we design an incentive
mechanism for users with different requirements and then
another incentive mechanism to cope with the scenario where
users can cheat about their requirements. In Section VI, we
evaluate the designed incentive mechanisms through extensive
simulations. We conclude this paper in Section VII.

II. RELATED WORK

Location privacy concerns arise as more and more people
give away their location information to location-based service
providers, without being aware of the risks if location data
leaks to an unscrupulous third party. There are many counter-
measures proposed to enhance location privacy. They can be
generally classified into four categories: regulatory strategies,
privacy policies, anonymity, and obfuscation [15]. Since the
objective of this paper is to design incentive mechanisms for
anonymity-based approaches, we mainly focus on the related
work on anonymity-based location privacy protection.

Inspired by the concept of k-anonymity for data privacy,
Gruteser and Grunwald [12] introduced k-anonymity for lo-
cation privacy. Instead of its real location, each mobile user
reports a cloaking area, which includes the mobile user itself
and at least k−1 other mobile users. To prevent the adversary
from inferring the identity by learning the pattern of a user’s
activity, Beresford and Stajano [1] proposed to frequently
change the pseudonyms assigned to each user. They further
introduced the concept of mix zone to make the old and new
pseudonyms unlinkable. In [14], Kido et al. proposed a new
anonymous communication technique to protect the location
privacy of users. The idea is that each mobile user generates
dummy users and sends them along with its true location
to the LBS provider. This approach introduces significant
communication overhead. In addition, it is difficult and costly
for users to construct dummies with realistic behaviors. In [9],
Gedik and Liu designed a framework and algorithms to allow
mobile users to specify their degree requirements. Chow et al.
[2] developed the first distributed algorithm for k-anonymity
location privacy. Xu and Cai [26] extended k-anonymity to
continuous LBS and proposed to use entropy to measure the
anonymity degree.

Since the size, shape, and location of the mix zone or the
cloaking area directly affect the size of the anonymity set and
thus the degree of anonymity, there have been considerable
efforts on developing techniques and algorithms to enhance
location privacy [7, 16, 21, 23]. In [7], Freudiger et al. studied
the mix zone placement problem to maximize the achieved
location privacy, under cost constraint. In [16], Liu et al.
proposed a new metric to quantify the system’s resilience to
privacy attacks and designed heuristic algorithms to deploy
mix zones to maximize the new metric. In [21], Vu et al.
designed a mechanism based on locality-sensitive hashing to
compute the cloaking areas, which preserves both locality and
k-anonymity. In [23], Wang et al. introduced the concept of
Location-aware Location Privacy Protection and developed
algorithms to compute cloaking areas with minimum sizes such
that the privacy requirements of users are satisfied.

Incentive mechanisms have been adopted to provide in-
centives for mobile users to participate in different protocols
and schemes at the cost of their own resources, including P2P
networks [10], routing [22, 25], cooperative communication
[27], and mobile sensing [3, 28]. To the best of our knowledge,
this paper is the first to design incentive mechanisms for k-
anonymity-based location privacy protection.

III. PRELIMINARIES

A. K-Anonymity and Mix Zone

A straightforward method to protect location privacy is
to hide the real identity and associate the location data with
a pseudonym. To further reduce the probability of being
identified by an adversary, Beresford and Stajano [1] proposed
to have each user frequently change its pseudonyms. However
they also pointed out that if the spatial and temporal infor-
mation is sufficient, an adversary can still link the old and
new pseudonyms, which defeats the purpose of the frequent
pseudonym change. Meanwhile, inspired by the concept of
k-anonymity for data privacy, Gruteser and Grunwald [12]
considered k-anonymity for location privacy. The location
information is called k-anonymous, if and only if it is indis-
tinguishable from the location information of at least k − 1
other users. Instead of its real location, the mobile user reports
a two-dimensional area, called cloaking area, which contains
the mobile user itself and at least k − 1 other mobile users.

a

b

c

de

f Mix 

Zone

Fig. 1. Mix zone: after entering mix zone, a, b, and e change their
pseudonyms such that an adversary can observe only c, d, and f existing
the mix zone.

Combining the ideas of frequently changing pseudonyms
and k-anonymity, Beresford and Stajano [1] introduced the
concept of mix zone, as shown in Fig. 1. In a mix zone,
users receive new, unused pseudonyms and do not report their
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location information. These users together form an anonymity
set. In this case an adversary cannot distinguish a user from
any other user, and thus cannot link users entering the mix zone
with those exiting. There are several techniques to create such
a mix zone: 1) Turning off the transceivers of mobile nodes;
2) Encryption; 3) Using a proxy to relay communication; and
4) Exploiting regions that are out of the adversary’s coverage
[7].

B. Auction Formulation

Assume that there are a set Ub = {U b
1 , U

b
2 , . . . , U

b
n} of

n ≥ 1 mobile users concerned about their location privacy
and a set Us = {Us

1 , U
s
2 , . . . , U

s
m} of m ≥ 1 mobile users

interested in joining the anonymity set. Each mobile user U b
i ∈

Ub desires ki-anonymity and has a valuation vi ≥ 0 on the
location privacy protection. Here ki is the location privacy
degree requirement of U b

i , which is the requirement of U b
i on

the size of the anonymity set. Each seller Us
j ∈ Us has a cost

cj ≥ 0 of participating in the anonymity set, which is for
example related to the energy consumption, data usage, and
temporary service connection lost inside the mix-zone.

We model the k-anonymity auction as a single-round
sealed-bid double auction. In this auction, users in Ub are
buyers, users in Us are sellers, and the central authority is
the auctioneer, e.g., the middleware proposed in [1] and the
wireless carrier in cellular networks. For ease of exposition,
we refer both buyers and sellers as agents when we do
not distinguish them specifically. Buyers offer prices for the
desired k-anonymity privacy, while sellers offer prices for
participating in the anonymity set. Following the terminology
in auction theory, the price offered by a buyer is referred as
bid, and the price offered by a seller is referred as ask. Since
the auction is sealed-bid, the price offered by each agent is
private to the agent itself, and no agent is aware of the prices
offered by others. Let bi ≥ 0 denote the bid of U b

i . Note
that bi is not necessarily equal to vi. Let aj ≥ 0 denote the
ask of Us

j . Similarly, aj is not necessarily equal to cj . At the
beginning of the auction, buyers submit their bids and sellers
submit their asks to the auctioneer. Given as input the bids
from the buyers and the asks from the sellers, the auctioneer
determines the winning buyer set Wb and the winning seller
set Ws, such that |Wb| + |Ws| ≥ ki for each U b

i ∈ Wb.
In addition, the auctioneer decides the payment pbi charged to
each buyer U b

i ∈ Ub and the payment psj paid to each seller
Us
j ∈ Us. Obviously, pbi = 0 for each U b

i ∈ Ub \ Wb and
psj = 0 for each Us

j ∈ Us \ Ws. The utility of buyer U b
i is

defined as

ub
i =

{
vi − pbi , if U b

i ∈ Wb,

0, otherwise.

Similarly, the utility of seller Us
j is defined as

us
j =

{
psj − cj , if Us

j ∈ Ws,

0, otherwise.
We assume that agents are rational and their objectives are to
maximize their own utilities.

To simplify notations, let bmin(Ub) = minUb
i ∈Ub bi and

U b
min(Ub) = argminUb

i ∈Ub bi. While computing the minimum
bid, we break a potential tie using buyers’ IDs.

C. Desirable Properties

While designing an auction, it is desirable to satisfy the
following five properties:

• Computational Efficiency: An auction is computationally
efficient if the outcome can be determined in polynomial
time.
• Individual Rationality: An auction is individually rational

if each buyer or seller can expect a nonnegative utility by
participating in the auction and reporting their true prices.
That is ub

i ≥ 0 and us
j ≥ 0.

• Budget Balance: An auction is budget-balanced if the
payment collected from the buyers, pb =

∑
Ub

i ∈Ub pbi ,
is at least as large as the payment paid to the sellers,
ps =

∑
Us

j ∈Us psj .
• Truthfulness: An auction is truthful if each buyer (resp.

seller) maximizes its utility by reporting the true valuation
(resp. cost). This property is also known as Incentive
Compatibility and Strategy-Proofness.
• System Efficiency: An auction is system efficient if its

outcome maximizes the total valuation of the agents.

Unfortunately, the impossibility result of Myerson and
Satterthwaite [18] proves that it is not possible to design a dou-
ble auction that simultaneously satisfies individual rationality,
budget balance, truthfulness, and system efficiency. Individual
rationality is the most basic condition for users to participate
in the auction. Budget balance is essential for the auctioneer to
avoid having a deficit by running the auction. Truthfulness can
eliminate the fears of users about possible market manipulation
and the heavy overhead induced by users’ strategizing over
others. Therefore, we focus on designing auctions satisfying
the first four properties. This methodology is also adopted
in [27, 29]

IV. AUCTION WITH SAME DEGREE REQUIREMENT

In this section, we assume that the privacy degree require-
ments of all the buyers are the same, i.e., ki = k for all
U b
i ∈ Ub. We design an auction, called KASD (K-Anonymity

Auction with Same Degree Requirement).

Algorithm 1: KASD
1 pbi ← 0 for i← 1 to n; psj ← 0 for j ← 1 to m;
2 if n+m ≥ k + 2 then
3 if n ≥ k + 1 then
4 Wb ←

{
U b
1 , U

b
2 , . . . , U

b
n−1

}
;

5 pbi ← bn for i← 1 to n− 1;
6 else if ak−n+2 ≤ (n−1)bn

k−n+1 then
7 Wb ←

{
U b
1 , U

b
2 , . . . , U

b
n−1

}
;

8 pbi ← bn for i← 1 to n− 1;
9 Ws ←

{
Us
1 , U

s
2 , . . . , U

s
k−n+1

}
;

10 psj ← ak−n+2 for j ← 1 to k − n+ 1;
11 end
12 end

The pseudocode of KASD is illustrated in Algorithm 1.
For ease of exposition, we assume that b1 ≥ b2 ≥ · · · ≥ bn
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and a1 ≤ a2 ≤ · · · ≤ am. The auctioneer first checks whether
the total number of buyers and sellers is at least k + 2. Here
we need two more agents than the degree requirement, because
one of the buyers and one of the sellers need to be sacrificed to
guarantee the truthfulness. If the number of buyers is more than
k, the buyers themselves can achieve k-anonymity without the
help of the sellers. Otherwise, the auctioneer checks whether
it is possible to find k − n + 1 sellers as winners. In either
case, the first n − 1 buyers become the winning buyers and
each of them pays a payment of bn. In the latter case, the first
k−n+1 sellers become the winning sellers and each of them
receives a payment of ak−n+2.

We now prove that KASD satisfies the four properties
mentioned in Section III-C. Specifically, we prove that KASD
is computationally efficient (Lemma 1), individually rational
(Lemma 2), budget-balanced (Lemma 3), and truthful (Lem-
mas 4 and 5).

Lemma 1. KASD is computationally efficient. 2

Proof. To ease the exposition, we have assumed that buyers
are sorted in a nonincreasing order according to their bids
and sellers are sorted in a nondecreasing order according to
their asks. Sorting the buyers and the sellers takes O(n log n+
m logm) time. The rest of KASD takes linear time. Hence
KASD takes O(n logn+m logm) time.

Lemma 2. KASD is individually rational. 2

Proof. Each winning buyer U b
i ∈ Wb pays pbi = bmin(Ub).

When it bids truthfully, i.e., bi = vi, its utility is ub
i = vi −

pbi ≥ vi − bi = 0. Each winning seller Us
j ∈ Ws receives

psj = ak−n+2. When it asks truthfully, i.e., aj = cj , its utility
is us

j = psj−cj ≥ aj−cj = 0. Therefore KASD is individually
rational for both buyers and sellers.

Lemma 3. KASD is budget-balanced. 2

Proof. If no winner is selected, the auctioneer does not need
to pay any seller. If n ≥ k + 1, the total payment collected
from the winning buyers is pb =

∑n−1
i=1 pbi = (n − 1)bn ≥ 0.

Since there is no winning seller, the profit of the auction is
nonnegative. If n < k+1, the total payment collected from the
winning buyers is still pb = (n−1)bn. The total payment paid
to the winning sellers is ps = (k−n+1)ak−n+2. The profit of
the auctioneer is pb− ps = (n− 1)bn− (k−n+1)ak−n+2 ≥
(n− 1)bn − (k − n+ 1) (n−1)bn

k−n+1 = 0.

Lemma 4. KASD is truthful for the buyers. 2

Proof. For any buyer U b
i , let pbi and ub

i be its payment and
utility, respectively, when it bids truthfully, i.e., bi = vi. Let
p̃bi and ũb

i be its payment and utility, respectively, when it
cheats, i.e., bi ̸= vi. Throughout the proof, we assume that
U b
i is in front of others after the tie-breaking to simplify the

description. We prove that ub
i ≥ ũb

i for any bi ̸= vi. Due to the
assumption that the buyers are sorted, we have bmin(Ub) = bn
and U b

min(Ub) = U b
n. Assume that n +m ≥ k + 2. Consider

the following two cases:

• Case 1: n ≥ k + 1
There are two possible outcomes when U b

i bids truth-
fully, winning or losing. If it wins, we have pbi =
bmin(Ub) and ub

i = vi − pbi ≥ 0 by Lemma 2. Note

that bidding bi > vi will not affect the outcome
of the auction and thus result in ũb

i = vi − p̃bi =
vi − pbi = ub

i . We have the same conclusion when
U b
i bids bmin(Ub \ {U b

i }) ≤ bi < vi. By bidding
bi < bmin(Ub \ {U b

i }), U b
i will become the only

loser, which makes its utility ũb
i = 0 ≤ ub

i . If it
loses by bidding truthfully, its utility is ub

i = 0. This
also implies that vi < bmin(Ub \ {U b

i }). It is obvious
that bidding bi < vi or vi < bi < bmin(Ub \ {U b

i })
will not affect the outcome of the auction. By bidding
bi ≥ bmin(Ub \ {U b

i }), U b
i can become a winner.

However, its utility becomes ũb
i = vi − pbi = vi −

bmin(Ub \ {U b
i }) < 0 = ub

i .

• Case 2: n < k + 1
If U b

i wins by bidding its true valuation, we have a
similar argument as in Case 1. If it loses by bidding its
true valuation, there could be two subcases. Subcase
1: vi < bmin(Ub \ {U b

i }). We then have a similar
argument as in Case 1. Subcase 2: vi ≥ bmin(Ub \
{U b

i }), but ak−n+2 > (n−1)bn
k−n+1 . In this case, bidding

bi ≥ bmin(Ub \ {U b
i }) will not affect the outcome

of the auction. If it bids bi < bmin(Ub \ {U b
i }), the

condition (Line 6) will not hold either. It still loses
the auction, and its utility is ũb

i = 0.

Based on the analyses of Cases 1 and 2, we conclude that
U b
i maximizes its utility by bidding truthfully.

Lemma 5. KASD is truthful for the sellers. 2

Proof. For any seller Us
j , let psj and us

j be its payment and
utility, respectively, when it asks truthfully, i.e., aj = cj . Let
p̃sj and ũs

j be its payment and utility, respectively, when it
cheats, i.e., aj ̸= cj . Throughout the proof, we assume that
Us
j is in front of others after the tie-breaking to simplify the

description. We prove that us
j ≥ ũs

j for any aj ̸= cj . Note that
sellers will be involved in the auction only when n < k + 1.

If Us
j wins by asking its true cost, we have psj = ak−n+2

and us
j = psj − cj ≥ 0 by Lemma 2. It is obvious that asking

aj < cj or c ≤ aj ≤ ak−n+2 will not affect the outcome of
the auction. By asking aj > ak−n+2, Us

j will become a loser,
and its utility is ũs

j = 0 ≤ us
j .

If Us
j loses by asking its true cost, its utility is us

j = 0.
There could be two subcases. Subcase 1: cj > ak−n+2. In this
case, it is obvious that asking aj > cj or ak−n+2 < aj < cj
will not affect the outcome of the auction. By asking aj ≤
ak−n+2, Us

j may become a winner, but its utility is ũs
j =

p̃sj − cj = ak−n+2 − cj < 0 = us
j . Subcase 2: cj ≤ ak−n+2,

but ak−n+2 > (n−1)bn
k−n+1 . In this case, asking aj ≤ ak−n+2 will

not affect the outcome of the auction. If it asks aj > ak−n+2,
the condition (Line 6) will not hold either. It still loses the
auction, and its utility is ũs

i = 0 = us
j .

Therefore Us
j maximizes its utility by asking truthfully.

We are ready to give the main theorem in this section.

Theorem 1. KASD is computationally efficient, individually
rational, budget balanced, and truthful. 2

Proof. Lemmas 1–5 together prove this theorem.

3097



At first sight of KASD, one may argue that two possible
changes can improve the outcome of the auction, in terms of
the auctioneer’s profit and the number of total winners. First,
instead of only checking whether ak−n+2 ≤ (n−1)bn

k−n+1 is satis-
fied, we keep searching for the value of l, 0 ≤ l ≤ min{n −
2,m−k+n−2}, such that the auctioneer’s profit is maximized
under the constraint ak−n+l+2 ≤ (n−l−1)bn−l

k−n+l+1 . Second, if the
condition (Line 6) is not satisfied, we should keep searching for
the value of l until ak−n+l+2 ≤ (n−l−1)bn−l

k−n+l+1 . Unfortunately,
making any of these two changes to KASD can devastate its
truthfulness, as shown in the following examples.

 

1 2 3 

a b c 

12 11 2 

1 2 5 

22

c

(a) Agents report truthfully

 

1 2 3 

a b c 

12 11 2 

1 4 5 

3

bb

(b) Seller b asks 4 instead of 2
Fig. 2. Profit maximization may devastate the truthfulness

Assume we make the first change. An example is given
in Fig. 2. In this example, there are 3 buyers {1, 2, 3} and 3
sellers {a, b, c}. In addition, v1 = 12, v2 = 11, v3 = 2, ca = 1,
cb = 2, and cc = 5. Assume that k = 3. When all agents report
truthfully, as shown in Fig. 2(a), we compare two pairs (3, b)
and (2, c). We choose the pair (3, b), since it results in a profit
of 2 compared to a profit of 1 by choosing pair (2, c). Thus
seller b is one of the losers, and its utility is 0. Now assume
that seller b asks 4 instead of 2, as shown in Fig. 2(b). In this
case, we will choose the pair (2, c), since it results in a profit
of 1 compared to a profit of 0 by choosing pair (3, b). Seller
b now becomes a winner and receives a payment of 5. Thus
its utility is 5− 2 = 3. Seller 2 increases its utility from 0 to
3 by cheating about its ask. This shows that the change we
made to KASD allows agents to manipulate the outcome of
the auction.

 

1 2 3 

a b c 

9 8 1 

1 2 4 

(a) Agents report truthfully

 

1 2 3 

b a c 

9 8 1 

2 3 4 

3

aa

(b) Seller a asks 3 instead of 1
Fig. 3. Increasing the number of winners may devastate the truthfulness

We then examine the second change. A corresponding
example is shown in Fig. 3. In this example, there are 3 buyers
{1, 2, 3} and 3 sellers {a, b, c}. In addition, v1 = 9, v2 = 8,
v3 = 1, ca = 1, cb = 2, and cc = 4. Assume that k = 3. When
all agents report truthfully, as shown in Fig. 3(a), the pair (3, b)
already satisfies the condition (Line 6). As a result, seller a is
the only winner and receives a payment of 2. Thus its utility
is 2 − 1 = 1. Now assume that seller a asks 3 instead of 1,

as shown in Fig. 3(b). The condition (Line 6) does not hold
for the pair (3, a). We thus move on to the pair (2, c), which
satisfies the condition. As a result, seller a is still a winner, but
receives a payment of 4. Its utility becomes 4− 1 = 3. Seller
a increases its utility from 1 to 3 by cheating about its ask.
This shows that KASD with the above change is not truthful.

The above two examples show that our incentive mech-
anism KASD cannot be trivially improved along the lines
discussed above. While it is impossible to satisfy the system
efficiency without sacrificing the four properties [18], the
design of incentive mechanisms satisfying these four properties
but with larger total valuations of the agents remains an
important future research topic.

V. AUCTION WITH DIFFERENT DEGREE REQUIREMENTS

In this section, we design an auction for the case where
the privacy degree requirements of buyers are different. We
call this auction KADD (K-Anonymity Auction with Different
Degree Requirements).

The pseudocode of KADD is illustrated in Algorithm 2. For
ease of exposition, we assume that a1 ≤ a2 ≤ · · · ≤ am. The
auctioneer divides the buyers into q groups, Ub

λ1
,Ub

λ2
, . . . ,Ub

λq
,

according to their degree requirements, such that λg < λg′ for
any 1 ≤ g < g′ ≤ q. For any buyer U b

i ∈ Ub
λg

, ki = λg . The
auctioneer first checks how many groups can be self-supporting
without the help of sellers. It computes the maximum value
of x, 1 ≤ x ≤ q, such that | ∪xg=1 Ub

λg
| ≥ λx + 1. These

self-supporting buyers are always winning buyers, and each
of them needs to pay a payment of bmin(∪xg=1Ub

λg
). With the

value of x computed, the auctioneer then decides which of
the remaining groups should be considered potential winning
buyers. The intuition is to select the groups such that the
possible payment to each necessary seller is maximized. This
selection maximizes the probability of the auction’s success. If
the payment satisfies the sellers, who are necessary to achieve
ki-anonymity for each potential winning buyer, these potential
winning buyers win the auction. Each winning buyer U b

i pays
a payment of bmin(Ub

ki
).

We now prove that KADD satisfies the four properties men-
tioned in Section III-C: computational efficiency (Lemma 6),
individual rationality (Lemma 7), budget balance (Lemma 8),
and truthfulness (Lemmas 9 and 10).

Lemma 6. KADD is computationally efficient. 2

Proof. The initialization phase (Line 1) can be finished in
O(n +m) time. Dividing the buyers into groups and sorting
the groups take O(n log n) time. Sorting the sellers takes
O(m logm) time. Finding the largest x in Line 3 takes O(n)
time. If x does not exist, finding y (Line 5) takes O(n) time
if we keep track of bmin(Ub

λg
) for 1 ≤ g ≤ q while grouping

the buyers. Similarly, determining the winning buyers (Line 8)
can be done in O(n) time if we keep track of U b

min(Ub
λg
)

while grouping the buyers. It is obvious that Lines 10 and
11 can be finished in O(m) time once aπ+1 is known. If
x < q, the analysis is similar as above. Therefore KADD takes
O(n log n+m logm) time.

Lemma 7. KADD is individually rational. 2
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Algorithm 2: KADD
1 pbi ← 0 for i← 1 to n; psj ← 0 for j ← 1 to m;
2 Group Ub into Ub

λ1
,Ub

λ2
, . . .Ub

λq
, such that λg < λg′ for

any 1 ≤ g < g′ ≤ q, and let nλg ← |Ub
λg
| for 1 ≤ g ≤ q;

3 Find the largest x such that
∑x

g=1 nλg ≥ λx + 1;
4 if x does not exist then

5 y ← arg max
1≤y≤q

∑y
g=1

(
nλg − 1

)
bmin(Ub

λg
)

λy −
∑y

g=1(nλg − 1)
;

6 π ← λy −
∑y

g=1(nλg − 1);

τ ←
∑y

g=1(nλg−1)bmin(Ub
λg

)

π ;
7 if π + 1 ≤ m and aπ+1 ≤ τ then
8 Wb ← ∪yg=1

{
Ub
λg
\ {U b

min(Ub
λg
)}
}

;
9 pbi ← bmin(Ub

λg
) for U b

i ∈ Ub
λg
\ {U b

min(Ub
λg
)}

and 1 ≤ g ≤ y;
10 Ws ← {Us

1 , U
s
2 , . . . , U

s
π};

11 psj ← aπ+1 for j ← 1 to π;
12 end
13 else
14 Wb ←

{
∪xg=1Ub

λg

}
\
{
U b
min(∪xg=1Ub

λg
)
}

;
15 pbi ← bmin(∪xg=1Ub

λg
) for U b

i ∈ Wb;
16 if x < q then
17 y ← argmaxx+1≤y≤q

X+Y

λy−(
∑y

g=1 nλg−y+x−1)
,

where X = bmin(∪xg=1Ub
λg
)
(∑x

g=1 nλg − 1
)

and Y =
∑y

g=x+1

(
nλg − 1

)
bmin(Ub

λg
);

18 π ← λy −
(∑y

g=1 nλg − y + x− 1
)

;

τ ← X+Y
π ;

19 if π + 1 ≤ m and aπ+1 ≤ τ then
20 Wb ←Wb ∪

{
∪yg=x+1Ub

λg
\ {U b

min(Ub
λg
)}
}

;
21 pbi ← bmin(Ub

λg
) for

U b
i ∈ Ub

λg
\ {U b

min(Ub
λg
)} and

x+ 1 ≤ g ≤ y;
22 Ws ← {Us

1 , U
s
2 , . . . , U

s
π};

23 psj ← aπ+1 for j ← 1 to π;
24 end
25 end
26 end

Proof. Each winning buyer U b
i ∈ Wb pays pbi = bmin(Ub

ki
)

or pbi = bmin(∪xg=1Ub
λg
) if it is in the self-supporting groups.

When it bids truthfully, i.e., bi = vi, its utility is ub
i = vi −

pbi ≥ vi − bi = 0. Each winning seller Us
j ∈ Ws receives

psj = aπ+1. When it asks truthfully, i.e., aj = cj , its utility is
us
j = psj − cj ≥ aj − cj = 0. Therefore KADD is individually

rational for both buyers and sellers.

Lemma 8. KADD is budget-balanced. 2

Proof. When no winner is selected, the proof is trivial. If
x = q or x < q but the condition in Line 19 does not
hold, the total payment collected from the winning buyers is
pb =

∑
Ub

i ∈Wb pbi =
(
| ∪xg=1 Ub

λg
| − 1

)
bmin(∪xg=1Ub

λg
) ≥ 0.

Since there is no winning seller, the profit of the auction is

nonnegative. Otherwise, the total payment collected from the
winning buyers is pb = πτ . The total payment paid to the
winning sellers is ps = πaπ+1. The profit of the auctioneer is
pb − ps = π(τ − aπ+1) ≥ 0.

Lemma 9. KADD is truthful for the buyers. 2

Proof. For any buyer U b
i , let pbi and ub

i be its payment and
utility, respectively, when it bids truthfully, i.e., bi = vi. Let p̃bi
and ũb

i be its payment and utility, respectively, when it cheats,
i.e., bi ̸= vi. Throughout the proof, we assume that U b

i is in
front of others after the tie-breaking to simplify the description.
We prove that ub

i ≥ ũb
i for any bi ̸= vi.

We first prove the case where U b
i is not in any of the self-

supporting groups. Assume that U b
i wins by bidding bi = vi.

By Lemma 7, we have ub
i ≥ 0. It implies that vi ≥ bmin(Ub

ki
\

{U b
i }). It is clear that bidding bi > vi or bmin(Ub

ki
\ {U b

i }) ≤
bi < vi will not affect the outcome of the auction. Thus we
have ũb

i = ub
i . If U b

i bids bi < bmin(Ub
ki
\ {U b

i }), it will lose
the auction, which makes its utility ũb

i = 0 ≤ ub
i .

Assume that U b
i loses by bidding bi = vi and its utility

ub
i = 0. We consider two cases vi < bmin(Ub

ki
\ {U b

i }) and
vi ≥ bmin(Ub

ki
\ {U b

i }). For the former case, it is clear that
bidding bi < vi or vi < bi < bmin(Ub

ki
\ {U b

i }) will not affect
the outcome of the auction. Thus we have ũb

i = ub
i . Even if U b

i
wins the auction by bidding bi ≥ bmin(Ub

ki
\{U b

i }), its utility is
ũb
i = vi− p̃bi = vi−bmin(Ub

ki
\{U b

i }) < 0 = ub
i . For the latter

case, it is clear that bidding bi > vi or bmin(Ub
ki
\ {U b

i }) ≤
bi < vi will not affect the outcome of the auction. Thus we
have ũb

i = ub
i . If U b

i bids bi < bmin(Ub
ki
\ {U b

i }), it will
certainly lose the auction. Thus we have ũb

i = ub
i as well.

The case where U b
i is in one of the self-supporting groups

can be proved similarly by replacing Ub
ki

with ∪xg=1Ub
λg

.
Therefore U b

i maximizes its utility by bidding truthfully.

Lemma 10. KADD is truthful for the sellers. 2

Proof. For any seller Us
j , let psj and us

j be its payment and
utility, respectively, when it asks truthfully, i.e., aj = cj . Let
p̃sj and ũs

j be its payment and utility, respectively, when it
cheats, i.e., aj ̸= cj . Throughout the proof, we assume that
Us
j is in front of others after the tie-breaking to simplify the

description. We prove that us
j ≥ ũs

j for any aj ̸= cj . Note that
sellers will be involved in the auction only when π+1 < m and
aπ+1 ≤ τ . Since the first condition is independent of sellers’
asks, we focus only on the case where it always holds.

Assume that Us
j wins the auction by asking aj = cj . It

implies that cj ≤ aπ+1 and us
j ≥ 0 by Lemma 7. It is clear that

asking aj < cj or cj < aj ≤ aπ+1 will not affect the outcome
of the auction. Thus we have ũs

j = us
j . If Us

j asks aj > aπ+1,
then Us

j will be placed at the position after π, which makes
Us
j one of the losers. Thus we have ũs

j = 0 ≤ us
j .

Assume that Us
j loses the auction by asking aj = cj . One

of two possible reasons is that aπ+1 > τ . If cj ≤ aπ+1, Us
j

cannot win the auction no matter how much its ask is. If cj >
aπ+1, Us

j may win the auction by asking aj < aπ+1. However,
its payment will be p̃sj ≤ aπ+1 and utility will be ũs

j = p̃sj −
cj ≤ aπ+1 − cj < 0 = us

j . The other reason for Us
j ’s lost is
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that aπ+1 ≤ τ and cj > aπ+1. In this case, we have a similar
argument as in the second case for the first reason.

Therefore Us
j maximizes its utility by asking truthfully.

Theorem 2. KADD is computationally efficient, individually
rational, budget balanced, and truthful. 2

Proof. Lemmas 6–10 together prove this theorem.

We next consider a more challenging scenario, where
buyers can also cheat about their privacy degree requirements.
This type of auction is called multidimensional private type
auction in auction theory [19]. The multidimensional private
type gives the buyers more possibilities to manipulate the
outcome of the auction. There are few papers concerning
about multidimensional private type auction design [5, 17],
and they are all essentially single-sided auctions. To the best
of our knowledge, there is no related work on the design of
multidimensional private type double auction. The fact that
our auction has the constraint on the total number of winning
buyers and sellers makes the design even more difficult.

Algorithm 3: KADD+

1 pbi ← 0 for i← 1 to n; psj ← 0 for j ← 1 to m;
2 kmax ← maxUb

i ∈Ub ki;
3 if n+m ≥ kmax + 2 then
4 if n ≥ kmax + 1 then
5 Wb ←

{
U b
1 , U

b
2 , . . . , U

b
n−1

}
;

6 pbi ← bn for i← 1 to n− 1;
7 else if ak−n+2 ≤ (n−1)bn

kmax−n+1 then
8 Wb ←

{
U b
1 , U

b
2 , . . . , U

b
n−1

}
;

9 pbi ← bn for i← 1 to n− 1;
10 Ws ←

{
Us
1 , U

s
2 , . . . , U

s
kmax−n+1

}
;

11 psj ← akmax−n+2 for j ← 1 to kmax − n+ 1;
12 end
13 end

To overcome these difficulties, we need to decouple buyers’
degree requirements and bids as much as possible. In addition,
we also need to make buyers have little control over the degree
requirement considered by the auctioneer. We illustrate our
auction designed specifically for this scenario in Algorithm 3,
which is called KADD+. In order to weaken the buyers’
control over the privacy degree requirement considered by
the auctioneer, we select the maximum ki among the buyers
and proceed the auction in a way similar to KASD. We
assume that buyers are single-minded. For any U b

i ∈ Wb, if
|Wb|+ |Ws| < ki, its utility is ub

i = 0.

We now prove the properties of KADD+.

Theorem 3. KADD+ is computationally efficient, individually
rational, budget balanced, and truthful. 2

Proof. The computational efficiency, individual rationality,
and budget balance of KADD+ can be proved similarly as
in Lemmas 1 to 3. We focus on the proof of truthfulness.

For any buyer U b
i , let pbi and ub

i be its payment and utility,
respectively, when it bids truthfully, i.e., bi = vi. Let p̃bi and

ũb
i be its payment and utility, respectively, when it cheats, i.e.,

bi ̸= vi. Throughout the proof, we assume that U b
i is in front

of others after the tie-breaking to simplify the description. We
prove that ub

i ≥ ũb
i for any bi ̸= vi and k′i ̸= ki.

Assume that U b
i wins by bidding bi = vi. We then have

ub
i ≥ 0, since KADD+ is individually rational. It also implies

that vi ≥ bmin(Ub \ {U b
i }). Obviously, if U b

i bids bi > vi or
bmin(Ub \ {U b

i }) ≤ bi < vi, the outcome of the auction will
not be affected. Thus we have ũb

i = ub
i in this case. If U b

i bids
bi < bmin(Ub \ {U b

i }), it will lose the auction and have utility
ũb
i = 0 ≤ ub

i . If U b
i reports k′i < ki or ki < k′i ≤ kmax, the

outcome of the auction will not change. If U b
i reports k′i >

kmax and the condition in Line 7 still holds, then p̃bi = pbi and
thus ũb

i = ub
i . If the condition does not hold, then ũb

i = 0 ≤ ub
i .

Assume that U b
i loses by bidding bi = vi. We then have

ub
i = 0. There are two possible cases: vi < bmin(Ub \ {U b

i })
and the condition in Line 7 does not hold. For the former case,
bidding bi < vi or vi < bi < bmin(Ub \ {U b

i }) will not affect
the outcome of the auction. By bidding bi ≥ bmin(Ub \{U b

i }),
U b
i may win the auction, but its utility is ũb

i = vi − p̃bi < 0 =
ub
i . In addition, reporting any value of ki cannot make U b

i a
winner in this case. For the latter case, the only possible way
that U b

i can make the condition hold is to report k′i < kmax,
under the condition that U b

i is the only player for whom ki =
kmax. However, even U b

i wins the auction, the total winners
will be k′i < ki, which makes ũb

i = 0 = ub
i .

Therefore each buyer maximizes its utility by bidding and
reporting degree requirement truthfully. The truthfulness for
sellers can be proved similarly as in Lemma 5.

VI. SIMULATIONS

A. Simulation Setup

In the simulations, we varied both n and m from 50 to 150
with an increment of 10. The valuation vi of buyer U b

i and the
cost cj of seller Us

j were uniformly distributed over (0, 1]. For
KASD, k was varied from 20 to 120 with an increment of 20.
For KADD and KADD+, ki was uniformly distributed over
[2, k], where k was varied from 20 to 120 with an increment of
20. For each setting we randomly generated 10000 instances
and averaged the results. All the simulations were run on a
Linux machine with 3.2 GHz CPU and 16 GB memory.

The performance metrics include running time, number of
winning buyers, and profit of the auctioneer. The reason we
picked the number of winning buyers as a performance metric
is that winning buyers are the agents who really desire location
privacy after all. For each of these performance metrics, we
evaluated the impact of n, m, and k. While evaluating the
impact of n (resp. m), we fixed m = 100 (resp. n = 100) and
chose k to be 20 and 120. While evaluating the impact of k,
we fixed n = 50 and m = 100.

B. Simulation Results

1) Running Time: Fig. 4 and Fig. 5 plot the running time
of KASD and KADD, respectively. Since KADD+ has very
similar curves as KASD, we omit the illustration to save space.
Specifically, Fig. 4(a) and Fig. 5(a) show the impact of n, and
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Fig. 4. Running time of KASD
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Fig. 5. Running time of KADD

Fig. 4(b) and Fig. 5(b) show the impact of m. For KASD, we
observe that the running time of k = 120 drops dramatically
to the level of k = 20 when n > 120. This is because the
auctioneer needs not consider the sellers to satisfy the winning
buyers’ degree requirements. Thus the two cases where k = 20
and k = 120 are essentially equivalent when n > 120. When
k = 20, the auctioneer needs only to spend time determining
winning buyers, since n is always greater than k. Thus the
auction finishes extremely fast. For KADD, we observe that the
running time of k = 120 starts to drop down when n = 120.
The reason is that the auctioneer needs not consider the sellers
to satisfy all the buyers in some instances. Comparing KADD
to KASD, we note that KADD takes more time than KASD.
This is as expected, because KADD has more calculations than
KASD, although both of them have the same theoretical time
complexity.

2) Number of Winning Buyers: Fig. 6 and Fig. 7 show the
number of winning buyers returned by KASD and KADD,
respectively. One obvious observation is that when n > k
the number of winning buyers is always n − 1. This is
consistent with our theoretical analysis. Another observation
is that the number of winning buyers increases when there
are more sellers participating in the auction. This is because
the probability that the conditions (Line 6 in Algorithm 1 and
Lines 7 or 19 in Algorithm 2) are satisfied becomes higher.
The last observation is that the curves for the impact of k have
an upside down S shape. The reason is that the probability that
the conditions are satisfied drops dramatically when k ≥ n.

3) Profit: Fig. 8 and Fig. 9 show the profit of different
auctions. In particular, Fig. 8 shows the profit of KASD, and
Fig. 9 shows the profit of KADD and KADD+ side by side.
For KASD, we first observe that the results of the impact of m
and the impact of k are consistent with the results in Fig. 6(b)
and Fig. 6(c). However, the results of the impact of n are quite
different from the results in Fig. 6(a), especially when k = 20.
The reason is that when n grows, the value of bn becomes
smaller on average, since all the values of bi are randomly
distributed in a fixed range (0, 1]. The rate of the decrease in

the value of bn outweighs the increase in the value of n−1. For
k = 120, the profit is close to 0 when n ≤ 100, dramatically
increases when 100 < n ≤ k, and then decreases when n > k.
The reason for the first segment is that the condition (Line 6
in Algorithm 1) can hardly be satisfied. When 100 < n ≤ k,
fewer and fewer sellers are needed, but more and more buyers
pay their payments. However, when n > k, the situation is
equivalent to that of k = 20.

For the case where buyers have different degree re-
quirements, we compared the profit returned by KADD and
KADD+. We aimed to evaluate how much profit will be
sacrificed in order to guarantee that buyers have no incentives
to cheat on ki. As shown in Fig. 9, KADD and KADD+ almost
generate the same profit as long as n ≥ k. However, when
n < k, KADD+ barely generates any profit while the profit
generated by KADD is relatively large and increases with the
number of sellers. The reason for this difference is that we
consider buyers in a finer granularity for KADD.

VII. CONCLUSIONS

In this paper, we have designed incentive mechanisms for
motivating mobile users to assist others achieving k-anonymity
location privacy. As the first step, we have considered the case
where mobile users have the same privacy degree requirement.
We have further generalized it to the case where the degree
requirements are different. We have also studied a more
challenging case where mobile users can cheat about not only
their valuations but also their degree requirements. We have
designed an auction-based incentive mechanism for each of
these cases and proved that all the auctions are computational
efficient, individually rational, budget-balanced, and truthful.
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Fig. 6. Number of winning buyers of KASD
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Fig. 7. Number of winning buyers of KADD

50 60 70 80 90 100 110 120 130 140 150
0

0.2

0.4

0.6

0.8

n

P
ro

fi
t

 

 

k = 20

k = 120

(a) Impact of n

50 60 70 80 90 100 110 120 130 140 150
0

0.2

0.4

0.6

0.8

m

P
ro

fi
t

 

 

k = 20

k = 120

(b) Impact of m

20 30 40 50 60 70 80 90 100 110 120
0

0.2

0.4

0.6

0.8

k

P
ro

fi
t

(c) Impact of k
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