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Multi-Level Diskless Checkpointing
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Extreme scale systems available before the end of this decade are expected to have 100 million
to 1 billion CPU cores. The probability that a failure occurs during an application execution is
expected to be much higher than today’s systems. Counteracting this higher failure rate may
require a combination of disk-based checkpointing, diskless checkpointing, and algorithmic fault
tolerance. Diskless checkpointing is an efficient technique to tolerate a small number of process
failures in large parallel and distributed systems. In literature, a simultaneous failure of no more
than N processes is often tolerated by using a one-level Reed-Solomon checkpointing scheme
for N simultaneous process failures, whose overhead often increases quickly as N increases.
We introduce an N-level diskless checkpointing scheme that reduces the overhead for tolerating
a simultaneous failure of up to NV processes. Each level is a diskless checkpointing scheme for a
simultaneous failure of i processes, where i = 1,2,..., N. Simulation results indicate the proposed
N-level diskless checkpointing scheme achieves lower fault tolerance overhead than the one-level

Reed-Solomon checkpointing scheme for N simultaneous processor failures.

Index Terms—Extreme scale systems, High performance computing, Fault tolerance, Checkpoint, Diskless checkpointing.

1 INTRODUCTION

Fault-tolerance is becoming a critical part of High Per-
formance Computing. As processor speeds are no longer
increasing at previously observed rates, manufacturers
of computers and high performance computers are using
more components and processors to continue improving
computational speeds. Using the well accepted heuristic
that a computer has a constant failure rate during most
of its operation, failure rates increase linearly with re-
gards to the number of components. If a failure occurs
during a computation without a system in place to
recover such a failure, unfortunately, the only course of
action is to completely restart the computation.

The prevalence of computers in new fields has cre-
ated greater amounts of data to analyze. This need for
computation over larger data sets has resulted in longer
computations. With increased time of computation, the
penalty for a failure resulting in loss grows. Furthermore,
as the computation requires more time with more data,
the likelihood of a failure during a specific execution
of a program also increases. Due to the higher failure
rate and data loads, methods of avoiding and mitigating
failures is critical. Specifically, methods to enable com-
putations to recover from a failure are needed.

One way to address fault tolerance is through the use
of checkpoints. In disk-based checkpointing, checkpoints
are regularly backed up on stable storage during com-
putation. To back up the processor state, each processor
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generally communicates its state to a storage system.
Checkpoints can either be scheduled periodically by
the system or scheduled by the application developer.
Checkpoints introduce additional overhead, but reduce
the amount of recomputation in the case of a failure.

One complexity of checkpointing is ensuring that the
processor state is consistent, or that messages actively
being sent between processors are not lost during a fail-
ure. Strategies to ensure consistency depend on whether
the checkpoints are uncoordinated or coordinated. Un-
coordinated checkpoints require additional effort (e.g.
rollback-dependency graphs and rollback propagation
algorithm) to ensure that checkpoints are not useless, or
unable to be part of a consistent state [25]. Coordinated
checkpointing requires orchestration of checkpoints to
form a consistent global state. The consistency diffi-
culty applies for checkpoint schedules determined by
the system as well as for checkpoint schedules that are
determined by the application developer. In application
level checkpointing the application developer is respon-
sible for ensuring that the processor state is consistent
before calling for a checkpoint, sometimes performing
checkpoints at a barrier. Tools such as found in [23]
assist application developers to schedule checkpoints.
We focus on coordinated checkpoints, specifically aimed
at application level checkpoints. However, even for ap-
plication level checkpoints, schedules are important be-
cause the schedule factors into the expected runtime of
a program.

There are other methods of providing fault toler-
ance, including redundant execution [16] and algorith-
mic based fault tolerance (ABFT) [2], [3], [4], [5], [6],
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[10]. Redundant execution runs multiple executions in
order to provide fault tolerance, but may require a large
number of additional processors. ABFT explores using
redundant data available within specific algorithms for
use in fault-tolerance. ABFT has low overhead, but is
limited to specific algorithms rather than being a gen-
eral strategy. As such, checkpointing remains a leading
strategy.

The simultaneous access of the stable storage by
a large number of processors is potentially a bottle-
neck [12]. With larger data sets, more data must be
checkpointed. Furthermore, as failure rates increase, the
optimal frequency of checkpoints generally increases.
These two factors require that disk-based checkpointing
systems must provide ever increasing bandwidth to
avoid a bottleneck. Research continues in methods to
increase the bandwidth available to disk systems for
checkpoints, such as through parallel I/O. If the nec-
essary bandwidth is available, disk-based checkpointing
often provides excellent performance. If the bandwidth
to disk is limited, diskless checkpointing may be a viable
option to provide or augment checkpointing.

Diskless checkpointing [12] provides redundancy by
having all processors routinely calculate a Reed-Solomon
encoding of the processor states and store the encoding
on a dedicated checkpoint node. Assuming nodes have
the same amount of memory, recovering from n failures
will require an additional n nodes, as derived from [24].
If a processor fails, then the original state of that pro-
cessor at the last checkpoint can be reconstructed using
the redundant information on the checkpoint processors
and the states of all the other surviving processors. The
checkpoint and recovery can be performed through a
reduction operation. In cases where memory is limited
or the message size is large, using a pipelined approach
to this reduction can reduce the overhead of these opera-
tions. One method for performing checkpoints efficiently
is shown in [7]. The original state of a processor can be
reconstructed using the memory content of other pro-
cessors. Specifically, the state that was last transmitted
is recoverable. Diskless checkpointing can only recover
up to a specific number of failures before recomputation
is necessary. The number of failures is determined by the
diskless strategy used and number of dedicated check-
point processors. In general, the capability of recovering
more failures requires more redundant processors and
increased overhead per checkpoint.

The vision of a fault-tolerance system for exas-
cale computational environments may involve multi-
ple strategies. ABFT may be used for computations
where ABFT capable algorithms dominate the execu-
tion time [2], [3], [4], [5], [6], [10]. Disk-based check-
pointing can be used when bandwidth allows. Diskless
checkpointing can augment disk-based checkpointing
through layering diskless and disk-based checkpointing.
In this paper, we explore the benefits of layering diskless
checkpoint schemes within diskless checkpoint schemes.
This work is useful for both pure diskless checkpointing

systems or improved layered diskless with disk-based
systems.

Previous research in diskless checkpointing includes
diskless checkpointing implemented to assist with spe-
cific algorithms on clusters of workstations [13], appli-
cation of diskless checkpointing to superscalar architec-
tures [9], methodologies for increasing the performance
of diskless checkpointing using incremental checkpoints
[15], and the use of floating-point coding in conjunction
with diskless checkpointing to improve performance and
portability [8].

Diskless checkpointing has also been used to tolerate
a simultaneous failure of no more than N processors by
using a Reed-Solomon encoding scheme for N simulta-
neous processor failures. However, the amount of time to
recover after a failure and the amount of time to perform
a checkpoint usually increase quickly as NN increases.
Using the results from [7], the overhead and recovery
times for a diskless checkpoint scheme increase linearly
with the number of failures the scheme is capable of
handling.

This paper proposes an N-level diskless checkpointing
scheme to reduce the overhead for tolerating a simulta-
neous failure of no more than IV processors by layering
the diskless checkpointing schemes for a simultaneous
failure of ¢ processors, where i = 1,2,..., N. While the
N-level diskless checkpointing scheme is able to tolerate
a simultaneous failure of N processors, it tolerates the
more frequent case of a simultaneous failure of less than
N processors with lower overhead than the one-level
scheme for N simultaneous processor failures. The N-
level diskless checkpointing scheme can reduce the total
fault tolerance increase in runtime significantly com-
pared with a one-level scheme. We focus on developing
and verifying an analytical model for N-Level diskless
checkpointing under the assumption that checkpoints
are evenly spaced. We then examine how to determine
the number of checkpoints to use by level. We verify the
analysis through simulation.

2 RELATED WORK

Plank and Li present a system that uses an additional
processor to help perform diskless checkpointing and
outlines how to expand the process to tolerate multiple
failures [14]. Plank’s work also extended this technique
for a high performance network of workstations and
evaluated several diskless checkpointing variants [12].
Other work in the field includes the comparison of
multiple types of diskless checkpointing [19]. Techniques
have been developed to handle multiple failures for
specific matrix operations [11]. Finally, [30] uses diskless
checkpointing in a configuration called double check-
pointing to provide fault tolerance for Charm++ parallel
programming. Double checkpointing provides a single
layer of diskless checkpointing capable of multiple fail-
ure recovery. In our work we demonstrate the benefit of
multiple layers of diskless checkpoints.
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The layering of diskless and standard checkpoints was
studied in [18], [20], [21]. Layering checkpoints that can
only detect inconsistent states with checkpoints that can
only recover inconsistent states has been explored [22].
Layering checkpoints has also been used for creating
a two layer recovering scheme for shared disk archi-
tectures [1] and application specific multi-level fault
tolerance schemes [17].

Our work requires consistent and coordinated check-
points at approximately equal intervals. Forced check-
points [26] are one method of addressing the difficulties
of creating consistent checkpoints. Using forced check-
points increases the flexibility to produce consistent
states, but at the cost of the additional checkpoints.

Layering different diskless checkpointing schemes to
tolerate multiple simultaneous failures appears to be
novel.

3 DISKLESS CHECKPOINTING REVIEW

We review the methods of diskless checkpointing to aid
understanding of our scheme. We review requirements
to coordinate, store and encode checkpoints.

Like any checkpoint scheme, diskless checkpoints
must ensure a consistent state is maintained. Coordi-
nated checkpoints can accomplish this through several
methods [25]. Blocking checkpoint coordination requires
an orchestrating process to initiate a checkpoint. The
coordinator creates a checkpoint and then notifies other
processors to take a checkpoint. Other processes then
flush their communication channels, take a tentative
checkpoint, and then acknowledge the coordinator. Once
the coordinator receives all acknowledgements, it broad-
casts a commit message that finishes the checkpoint. An-
other method is non-blocking checkpoint coordination,
where a checkpoint request is placed within the com-
munication channels (assuming reliable FIFO channels).
This strategy eliminates the problem of undelivered mes-
sages that cause an inconsistent state. A third method is
to use loosely synchronized clocks to enable checkpoint
coordination. This functions by taking local checkpoints
at a specified time and then waiting the maximum
time for messages or failures to occur to consider the
checkpoint consistent [27], [28], [29]. No matter which
method is used, diskless checkpoints require a consistent
state to act.

As mentioned in the introduction, checkpoints may
be scheduled by either the system or the application
developer. We assume that the application developer
will be scheduling the checkpoints and will ensure that
these are done at a point where the state is consistent.
One common way to ensure consistency is to perform
checkpoints at a synchronization point in a program.
Tools such as [23] aid developers to schedule consistent
checkpoints.

In many applications of diskless checkpointing capa-
ble of handling one failure, a dedicated checkpoint pro-
cessor is maintained. The storage overhead is one copy

of the local checkpoint. The copy of the local checkpoint
is equivalent to the size of the processor state on one
of the other processors. For checkpoint methods that
require more than one failure redundancy, one dedicated
checkpoint processor is needed per number of failures
that must be simultaneously recovered. Additionally, the
checkpoint storage overhead increases correspondingly.

For our method, we use Reed Solomon encoding.
Performing the entire Reed-Solomon encoding through
a binomial tree approach could have high overhead
due to the size of messages and memory needed. [7]
describes a method of reducing the overhead of this
process in cases where the message size is large. In the
case of using diskless checkpointing, the message size
is the processor state, i.e. large. This method involves
pipelining sending and encoding. Pipelining functions
by dividing the message on each processor into segments
of equal size. The checkpoint for a segment is calculated
by repeated transmissions and partial encoding linearly
across processors. After the segment clears the last non-
checkpoint processor, it can be sent to the checkpoint
processor. The next segment is started once the previ-
ous segment clears the second processor. This process
is repeated for each segment. After every segment is
complete, the entire checkpoint is complete. The runtime
is dependent on the latency «, the bandwidth S, the
time to compute the sum of two bytes within arrays 7,
the number of processors p, and the message size m.
The runtime of performing a checkpoint for a k-failure
encoding decreases from =~ 2 - [logp] - k(8 + 2v)m for
a binomial encoding to ~ (1 + O(\/i%))2 k- (B+2y)m
for the pipelined encoding [7]. The additional memory
needed is on the order of the size of a segment.

4 N-LEVEL DISKLESS CHECKPOINTING

4.1 Checkpointing Algorithm

To use N-level diskless checkpointing, a schedule for the
diskless checkpoints must be developed for each level of
recovery supported. In other words, checkpoints that can
recover from one, two, and up to N simultaneous failures
must be scheduled. When a checkpoint is scheduled,
each processor takes specific steps (see Figure 1). The
coordination of checkpoints by processors is important
to ensure the consistency of the checkpoint. After a local
checkpoint, the processors communicate their states to
each other. Reed-Solomon encoding of these combined
states is performed and stored to ensure that no matter
which processors fail, the remaining processors are ca-
pable of reconstructing the state of the failed processors.
Communication and encoding can be pipelined together
to improve performance and avoid bottlenecks. For any
diskless checkpoint there is both communication and cal-
culation overhead. An N-failure checkpoint can recover
any number of failures from 1,2,..., N.
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/* Multi-level diskless checkpointing. */

1 : Determine when to perform which level of
the checkpoints;

2 : Coordinate to obtain a consistent state;

3 : Take the local in memory checkpoints;

4 : Encode local in memory checkpoints to
dedicated checkpoint processes
using the Reed-Solomon error correcting code;

Fig. 1. N-level diskless checkpointing algorithm
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Fig. 2. Flow of a two-failure recovery. 1) Failure occurs at
time F1. 2) System attempts to recover to most recent one
failure checkpoint (a). 3) Failure occurs while attempting
recovery at F2. 4) System recovers to most recent two-
failure checkpoint (b).

4.2 Recovery Algorithm

Upon a detected failure, an N-Level Diskless Check-
pointing system first attempts to use the most recent re-
covery checkpoint (usually 1-failure) to recover the state
of the failed processor. Should an additional failure occur
during this recovery period, the system then uses the
most recent two-failure recovery checkpoint to recover
both failed processor states. We consider any failures that
occur before recovery has completed to be simultaneous.
In general, after m failures have occurred without any
successful recovery, the system returns to the most re-
cent recovery checkpoint that is capable of handling m
failures and uses that checkpoint to attempt to recover
the failed processors. If the number of processor failures

Fig. 3. Demonstration of Assumptions. Each interval T
is constant, but the amount of "useful” work done in an
interval changes (shown in black). The other colors show
the respective amounts of time spent checkpointing for
the checkpoint after them.

exceeds the number that is supported, the system needs
to restart the computation. Figure 2 shows the flow of a
typical two-failure case.

Multiple layers allow for additional flexibility in the
use of diskless checkpointing. Previously, most diskless
checkpointing schemes only allow for a single failure.
The interval between diskless checkpoints in a single
failure scheme is optimizable using similar techniques
to those used for disk-based checkpointing. Diskless
checkpointing and disk-based checkpointing differ when
a failure during a recovery occurs. In disk-based check-
pointing, the system simply restarts from the same
checkpoint. In diskless checkpointing, the system may
need to restart from an earlier checkpoint. In this re-
spect, N-level diskless checkpointing has a disadvantage
against disk-based checkpointing; however, the gains in
not using stable storage make the development valuable.
The possibility of falling through a checkpoint increases
the importance of understanding the expected execution
time for using a layered diskless system.

5 PERFORMANCE ANALYSIS

5.1 Assumptions for Model

We assume that the system requires that all processors
are functional in order to proceed with computation.
This assumption is reasonable as it reflects the default
mode among many implementations of Message Passing
Interface (MPI). We also assume that the version of
MPI is capable of allowing for recovery from a fail-stop
failure, as provided by FI-MPL It is also assumed that
a system fails with a constant failure rate, leading to an
exponential distribution of failures.

Let S; denote a scheme that is capable of recovering
from i failures. With only S, S5, ...S,, only a maximum
of n failures are recoverable. Note that n must be less
than the total number of processors, otherwise the entire
job must be restarted. It is possible to have some form
of non-diskless checkpointing scheme set up rather than
restart completely, but that is beyond the scope of this
research.

We initially analyze the case where up to two failures
can be recovered. The checkpointing scheme consists of
N3 two-failure checkpoints that can recover successfully
from two failures at a delay of t,. Each two-failure
checkpoint requires t.» to set up. In each time period
started or ended by a two-failure checkpoint, there are
N, one-failure checkpoints, each is capable of recovering
from one failure with a delay of ¢; and requires ¢.; to set
up. Furthermore, if a restart is required, we assume that
an additional time t3 occurs. Finally, before the program
can complete, an additional time ¢.3 is waited. By adding
t3 and t.3 the modeled system acts as if it were inside a
disk-based checkpointing system. To use this scheme in
conjunction with disk-based checkpoints, the disk-based
checkpoint setup time should be used in place of ¢.3 and
recovery time should replace ¢3.



DRAFT: IEEE TRANSACTIONS ON COMPUTERS

Restart

Failure Recovery
Scheme
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Fig. 4. Structure of the checkpointing schemes. Failures will attempt to recover to the previous diskless checkpoint
first. If additional failures cause this to be impossible, the recovery falls to the next level. N-Level diskless checkpointing
can only recover up to N failures before restart is necessary.
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Fig. 5. Alternative view demonstrating the checkpoint schedule. The total number of intervals is calculated as (N; +

1)(Ng +1)...(N,, + 1).

In an actual program, choosing when a checkpoint
occurs may not be possible due to the need for consistent
states, however frequently a suitable approximation is
available and can be determined by the application
programmer. We assume that the time that a checkpoint
begins is not limited by this factor. We realize that this
is a concern that would impact the performance of a
layered diskless checkpointing system. The impact of
variation from the proposed schedule may be examined
in future work.

We propose a schedule where each checkpoint occurs
at a distinct time from all other checkpoints. We use
the convention that the amount of time from the end
of one checkpoint to the end of the next checkpoint,
or interval, will be a constant value, T. Since different
levels of checkpoints require different amounts of time
to perform, progress on executing the program varies
from one interval to the next. This is shown in Figure 3,
where the black line represents time spent executing
program code, and colors represent time spent setting
up checkpoints. Figure 4 shows an alternative view of
the checkpoint scheduling indicating the ordering of the
layered checkpoints. Based on the construction there will
be a total of K = (N2 +1)- (N1 +1) intervals of length T.
Of these, one ends the program, N, intervals end with a

second level checkpoint, and N;(N2+ 1) end with a first
level checkpoint. Figure 5 shows how the checkpoints
are scheduled.

5.2 Expected Runtime for a Two-Level Scheme

We seek a closed-form analysis for the expected run-
time to ease the determination of when a multi-level
diskless checkpointing should be used. As there is the
possibility of fall-through of lower levels of checkpoints,
a closed-form analysis is needed for the analysis of the
trade-offs of using this scheme. One trade-off is that
falling through a checkpoint level increases the time
for that particular execution. However, this increased
time may be overcome by reduced checkpoint overhead.
Finding the expected runtime for a system requires
analyzing the expected time for each interval between
checkpoints individually. Unlike disk-based checkpoints,
once a checkpoint is reached it is still possible, given a
certain number of failures, to have to re-perform work
before that checkpoint. The use of intervals will simplify
this analysis. One key question is what length of time
should be set as an interval. This can be solved as a
function of the checkpoint times and the initial faultless,
uncheckpointed time as shown in Equation 1. With the
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value of T determined, the checkpoint schedule can be
determined by subtracting the length of each checkpoint
setup from checkpoint end. However, this does not affect
the approach in this paper and thus will not be explored
further.

N2 N2 Ny
tinit = (T - tc3) + Z (T - tc2) + Z Z (T - tcl)
j=1 7=01i=1

tinit + tes + Na(tez) + tei (N2 + 1) Ny 1)
(1 + Ny + (N2 + 1)N1)

Overall, the objective is to determine the expected
value of the runtime of a system. Since the intervals are
disjoint pieces of time that contain the entire runtime,
linearity of expectations can used to show that the ex-
pected runtime of the system is the sum of the expected
times to complete each interval.

The expected time to step from one interval, say the
k—1*" to the k'" is inspected, denoted by E(k-1,k). Using
the total law of probability, this can be viewed as the
sum of expectations given disjoint events weighted by
the probabilities of those events. This analysis uses the
disjoint events of differing numbers of failures. Equation
2 shows the general form of this equation where f is the
number of failures and n is the maximum number of
failures tolerated before restart must take place. In the
case examined in detail later in this paper, n would be
two.

T =

E(k—1,k) =E(k — 1,k|f = 0)P(f = 0)

+ B(k—LEf =1)P(f=1)

é(k—l,k|f>n)P(f>n) ()

The expected amount of time for a given number of
failures can be determined. If there are no failures, the
expected time for an interval is just the length of the
interval, T. If there is one failure, the last checkpoint
will be able to recover it. This means that it would only
need to use a one-failure recovery scheme and restart
the interval. This will involve losing any amount of time
spent working on the interval before failure, the time to
recover from one failure ¢;, and the expected amount
of time to successfully complete the interval. For two
failures, the expected value should be the amount of
time lost before a failure, the time lost trying to recover
using a one-failure checkpoint, the time to recover from
two failures t5, and the expected time to complete the
interval from the last two failure checkpoint. This last
term depends on how many intervals have successfully
completed since the last two-failure checkpoint. If more
than two failures occur, then the program will need to
start over after a delay ¢3. To complete the interval from
the beginning requires the completion of all previous
intervals as well as the interval in question.

In order to aid in the modeling of these expected
values, let a function z(k) be defined by Equation 3.

z(k) is the interval where the last two-failure checkpoint
occurred in the process of attempting to complete in-
terval k. Subsequently, if two failures should occur, the
execution will drop back to start performing the (z(k)+1)
interval of work.

2(k) = ([(k = 1/(N1 + 1) - (N1 + 1)) ®)

Since a constant failure rate is assumed, the failure
distribution is the exponential distribution and is subse-
quently memoryless. Thus, the probability of a failure oc-
curring only depends on the amount of time that passes.
Equation 4 shows the probability density function and
cumulative density function for a system with a constant
failure rate of A. Our later simulations govern the failure
probabilities through the manipulation of A.

ft) = Xxe™™
Ft)y=1—e* 4)

The probability of an interval being completed with no
failure is 1-F(T). For a system to have only one failure,
it must fail in the first T amount of time and then not
fail for the next ¢; time, as it would have failed twice in
that case. For a system to have only two failures, it must
fail in the first T amount of time, then fail again in the
next t; amount of time, and finally not fail in the next ¢,
amount of time. To have three or more failures it must
fail in the first T, then again in the next ¢;, and again
in the next t,. With all of the probabilities and expected
values specified, Equation 5 shows the expected time to
complete the kth interval.

Ey(k—1,k)=T- (e ™)+

T
/ (7’1 + Rl)e_tl’\)\e_’\ﬁdn—i-
0
T 11
/ / (ro+71 + Rg)eftz)‘)\ef)‘”dm)\e*)‘ﬁdTlJr
o Jo

T t1 to
/ / / (s +7m+7+ R3))\3€_)\(T3+T2+Tl)dngTQdTl
o Jo Jo
with
Ry =t + Ei(k—1,k)

k
Ry=ta+ Y  Ei(j—1,)
j=z(k)+1
k
Ry=ts+Y E(j—1,]) (5)
j=1

Equation 6 shows this result of this integration, with
the derivation of this result available in the appendix.
ar, fr, and yr are functions of the recovery times and
checkpoint times.
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z(k)
Ey(k—1,k)=ar Y E(j—1,j)+r
j=1
=0pEy(k— (N1 +1)—1,k— (N, +1))
with
N .
or = (L+ar(d)_(1+ar +pr)") (6)
=0

The expected time of all the intervals up to and includ-
ing the first two-failure checkpoint can be expressed as
a function of E(0,1). Each interval immediately after any
second level checkpoint can be expressed as a function
of all the checkpoints before. Each interval that is not
immediately after a two-failure checkpoint (that is not
the very first checkpoint) can be expressed as a func-
tion of the interval before it. Thus, by induction, every
interval can be expressed as a function of E(0,1). The
total expected running time, E;,;, can be represented by
Equation 7, where K is the total number of intervals of
length T. It should be noted that Ny = K/(N; +1) — 1.

K
Bt =Y _E(j—1,5)
j=1
= FE(0,1)+
K/(Ny+1)—1
Ey(i* (Ng+1),i% (No+ 1) + 1)+
=1
K/(N2+1)—1 N,
Yo D Bali(Na+ 1)+ ji(Na+1) + 5 + 1)
=0 j=1

@)

The overall expected time shown in Equation 7 can
be expressed as a function of T and the expected time
of the first interval. This is shown in Equation 8, with
the derivation available in the appendix. Thus, for this
two-level checkpoint schedule, a closed form expected
execution time exists.

K
Bt =Y E(i—1,)
j=1

K/(N14+1)—1 N;+1
S > EGN +1) 45— Li(Ny +1) + )
1=0
K/(N141)—1

D

=0

Jj=1

orE(i(N1 +1),i(N1 +1) +1)
K/(N1+1)—1

2. O

=0

Na
=¢ryr Y _ 0 ®)
=0

(bTE(O’ 1)

5.3 Finding Good Checkpoint Intervals

To find the best possible run time for a given set of re-
covery times and checkpoint setup times, optimal values
for Ny and Ny must be found. If N is zero, the expected
run time is shown in Equation 9. A bound on N; and
Nj; can thus be formed based on Equation 9. Equation 10
shows this case.

= oryT )

EiotN2=0

GV > tinit +tes + Ni(te1) + Na(te2)
—tes — Ni(t,
Ny < oryT t3 1( 1)
c2

(10)

As the minimum value for N; is 0, this leads to the
bound for N; as shown in Equation 11.

dTYT—te3
Ny, < S

— YT —tes
tc2
with
init cé N c
T Hitljrxzf(t 2) (11)

5.4 Extending to N-Level Checkpointing

Extension from a two-level to an N-level checkpointing
scheme requires additional consideration as the com-
plexity of the problem increases. In order to look at
the expected time, a few additional parameters must
be defined. Specifically, n is the number of checkpoint
levels. Ny, Na,...N,, are the numbers of checkpoints of
each level between those one level higher. Note that this
means there will be a total of NV, checkpoints that can
recover n failures, (N,, + 1) - N,,_; that can recover n-1
failures and so on. ¢; is the recovery time for a scheme
that can recover up to i failures, with t; being the size
of an interval (previously T). t.; is the time required to
set up a single checkpoint of a scheme that can recover
from i failures. Equation 12 shows the expected time of
an interval in terms of the previous intervals. We use the
L function to estimate the expected time to recover to the
current interval given that a specified number of failures
occur. The H function is an expression of the probability
of having at least a specific number of failures in an
interval.

E(k—1,kn) =
MO (SIS LG+ 1 ki n) H(i)em M) +
eMo (S B —1,4)H(n) +
eMto ((tpg1 + "T'H)H(n)) +

A (5 (DM H(D) (12)

The H function is defined in Equation 13 and rep-
resents the probability of having a specific number of
failures within an interval. H is a function of the number
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of failures as well as the times for recovery which are
non-random parameters of the system.

H(z) =]j_(1—e %) (13)

The L function represents the time it takes to get back
to an interval given that a failure checkpoint needed to
be used. This equations sums the expected values of the
intervals since a checkpoint capable of recovering the
failures occurred.

L(z,kin) =300 BG—14mn) (14

The Z function calculates at what interval the last
checkpoint for a given number of failures, x, occurred
from a given interval, k. The Z function is non-random.

Z(x,k) = |getre— ) T2 Ny + 1

L2 N
Equation 16 shows the length of the interval assuming
all intervals are even.

(15)

¢ . Tinit+tc.(n+1)+2::1 tc1N1H;: (N;+1)
T S N (N
The calculation of the total number of intervals is
defined in Equation 17.
K =]l (Ni+1)

The total execution time for a program of length
Tinit wWith specified n, Ni..Nyt1..tnq1, tea.te (ne1) can
be formed by plugging in ¢y from Equation 16, K from
Equation 17, and the expected values into Equation 18.

(18)

(16)

17)

E(L,K;n) =K E@—1,i;n)

This provides a recursive definition that can be solved
numerically if the expected time for the first interval is
calculated. The closed form allows a potential user of a
layered diskless system using this checkpoint schedule
to determine its expected effectiveness. We next verify
this formulation using simulations. We then use this
closed form to demonstrate the improvement of layered
diskless checkpointing over 1-level diskless checkpoint-

mng.

6 EXPERIMENTAL RESULTS
6.1 Verifying Analytic Model By Simulation

To verify the results of the analysis, a simulation is
used to evaluate its accuracy. We chose to evaluate
using a simulation approach to verify the analysis is
correct for the assumptions. Future work will include
fault injection studies to more closely match real world
systems. The simulation calculates the expected value of
each interval in order from first interval to last interval.
Each interval is run a number of times. The simulated
times for completion of the interval are averaged to

estimate the expected completion time. This estimate is
then used as the expected time for that interval for all
subsequent intervals in the simulation. After all intervals
are simulated, the expected times for the intervals are
summed to give the total expected simulated time. For
a more detailed description of the simulation strategy,
see section 6.2. The simulated program has a faultless,
uncheckpointed execution time of ten days.

The simulation starts with determining near-optimal
numbers of checkpoints by level using the analytical for-
mula. The process of this selection is discussed in further
detail later. After the checkpoint schedule is determined,
the performance of that level of checkpointing is ex-
amined. Initially, the total simulation time to complete
is determined by taking the uncheckpointed time and
adding the time required for each of the checkpoints.
Then, the total simulation time is split into intervals that
consist of the time between any two adjacent check-
points, including the time to complete the checkpoint
at the end of the interval. As this checkpointing scheme
often requires reseting to previous intervals when one
or more failures occurs, the variance of the execution
time increases greatly. To counteract this effect in the
estimation of expected value, an interval by interval
estimation scheme is used. Specifically, each interval,
starting with the first interval, has its expected time
estimated. After the interval is estimated, if the interval
is needed again for a later interval, the simulation will
use the expected execution time previously calculated
rather than re-simulate the interval. While this functions
well for calculating the expected time, it should be
noted that this simulation as written cannot immediately
estimate the variance of the total execution time.

Param | Low High | Inc Unit

A .001 .01 .003 | Failures/Hour
tel 5 3 5 Hours

teo tel 3 5 Hours

teo 5 3 5 Hours

tr1 5 3 5 Hours

tro t1+5 | 3 5 Hours

tr3 to+5 | 3 5 Hours

N1 1 5 1 Ckpts/(N2+1)
N2 1 5 1 Ckpts

TABLE 1

Parameter Values for Analysis Verification Simulation

For each interval a sample of an exponential distribu-
tion is taken according to the A parameter. The sampled
value indicates whether the interval is passed (if the
sample is larger than the interval length), or at what
time a failure occurred during the interval (if the sample
is smaller than the interval length). If no failure occurs,
then the runtime for that trial of the interval is the
length of the interval. If a failure occurs, the runtime
is incremented by the time until the failure occurred.
Another exponential sample is then taken to determine
the time of the next failure. If the next failure occurs
during the time to recover from the first failure, then
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Fig. 6. Maximum difference (in percent of analysis) ob-
served between analysis and simulation over parameters
described in table 1.

the second failure, considered a simultaneous failure,
must be handled by the next level of checkpointing. At
this point, the expected times for previous intervals are
added to estimate the time to return to the beginning of
the current interval. Once execution returns to the begin-
ning of the interval, the process begins again except with
its runtime reflecting the time penalties that the failure
caused. Eventually, the trial of the interval completes
and provides a sample of the execution time of that
interval. Each interval runs many times, with an average
of the runtimes being used as the expected execution
time of that interval. For the results shown, each interval
is estimated by the average of 1,000 executions of the
interval. Once all the intervals are estimated, the total
expected execution time is determined by summing the
expected values of the intervals.

The parameters for simulation were set up according
to Table 1. In this table, t., is the time to setup a
checkpoint of level z and ¢, is the time to recover from a
failure of « simultaneous failures (e.g. ¢, in the analysis).
N1 and N2 are the number of one-failure and two-
failure checkpoints used respectively. The simulation
was run four separate times with the number of interval
repetitions being increased from 5000 to 20000 at 5000
step increments. In each case, each result was compared
with the analytic result in terms of percentage difference
relative to the simulation time. The maximum percentage
difference was then taken for each of the four numbers
of repetitions. This result is charted in Figure 6, showing
that the simulation is converging toward the analysis.

6.2 N-Level vs 1-Level Diskless Checkpointing

To demonstrate the improvement of N-level checkpoint-
ing relative to 1-level checkpointing, both the analytical
formula and experimental simulation are compared on
varying parameters of lambda, times to recover a one-
level failure, and time to setup a one-level checkpoint. A

1-level scheme, a 2-level scheme, and a 3-level scheme
are compared. The checkpoints in the 1-level scheme
are capable of recovering from a single simultaneous
failure. The 2-level scheme has two types of checkpoints,
being able to recover from only one simultaneous failure,
and up to two simultaneous failures respectively. The 3-
level scheme has the types of checkpoints in the 2-level
scheme with an additional type of checkpoint capable of
recovering from three failures.

Param | Values | Unit \
A [1/24,1/12,1/6,1, 2, 4] | Failures/Hour
te [1,10] Minutes

teN te1 - N Minutes

tr [1,10] Minutes

trN tr1 - N Minutes
FaultlessRuntime | 24 Hours

TABLE 2
Parameter Values for Comparison of 1-level, 2-level, and
3-level schemes.

Table 2 shows the parameter values used for com-
paring the three schemes. The simulated program has a
faultless, uncheckpointed execution time of one day. We
assume that the time for a two-failure recovery is twice
the time for a one-failure recovery. We assume that the
time for a three-failure recovery is three times the time
for a one-failure recovery. These values are based on the
work in [7]. Similarly, the setup time for a two-failure
checkpoint is assumed to be twice the setup time for
a one-failure checkpoint. For a three-failure checkpoint,
the checkpoint setup time is three times the setup time
for a one-failure checkpoint. In general, we assume that
the time for an N failure recovery time is N times that
of recovering from one failure, and that setting up an
Nth-level checkpoint is the same as N times that of a
one-failure checkpoint. According to these assumptions,
establishing the time to recover from a one failure and
the setup time of a one-failure checkpoint is sufficient to
specify recovery times and checkpoint setup times for
any number of failures and any level of checkpoint.

For the simulation, a near-optimal number of check-
points was determined through empirical search for each
level. In the case of one-level checkpointing, the optimal
was found by increasing the number of checkpoints
until the expected performance became worse with ad-
ditional checkpoints as determined by the analytical
formula. The multi-level checkpoints (two, and three)
require finding the near-optimal number of one-failure
checkpoints, two-failure checkpoints, and three-failure
checkpoints. Unfortunately, finding the optimal number
of checkpoints for more than one level is computa-
tionally costly. The near-optimal multi-level checkpoints
were determined, also using the analytical formula, by
trying combinations of numbers of checkpoints on each
level up to the number of checkpoints determined to be
optimal for the one-level checkpoint while only trying a
small number of lower level checkpoints. For some pa-
rameter values, the near-optimal number of checkpoints
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for the 2-level and 3-level schemes only consisted of one-
failure checkpoints. Under these circumstances the three
schemes are effectively the same (Figure 7 compares the
performance of a case where the 2-level and 3-level have
the same set of checkpoints).

The simulation results are compared with the analyti-
cal results. Figures 7, 8,9, 10, 11,and 12 show the results
for several of the runs with the equivalent analytical
times comparing the different schemes. These particular
data points demonstrate several different behaviors of
the schemes over a variety of tc, tr, and A values.

In all of these figures, the analytic result tightly
matches the simulation result for each of the schemes.
Additionally, the results show that there is often a sizable
reduction of expected execution time when using 2-
level or 3-level schemes in comparison with the 1-level
scheme. This reduction can be seen in Figure 9, and
more so in Figure 8 where the 1-level execution time
dwarfs the expected execution time of both 2-level and
3-level schemes to the extent that they barely appear
on the chart. The 1-level does not perform as well as
the 2-level or 3-level schemes. The intuitive reason for
this difference is that the failure rate happens to have
a high probability of 2 failures, but that the probability
of an additional failure during the recovery period is
low. In other words, there are a sufficient number of 1-
failures that the cumulative time of 1-failure recovery
periods grows sufficiently and additional failure is likely.
However, the number of those recovery periods is not
sufficiently high to require a three-level scheme. As such,
the two-level and three-level scheme perform similarly.
At higher failure rates the two-level scheme will also
degrade at some point. The selection of the number of
levels should be based on the failure rate.

The 3-level scheme often provides an additional im-
provement over even the 2-level scheme, as can be seen
in Figures 9 and 12. However, this is not always the case
as can be seen in Figures 10 and 11, where the 3-level
scheme only has two-failure and one-failure checkpoints.

6.3 Sensitivity to Checkpoint Schedule Fidelity

Up to this point, we have assumed that the checkpoints
are able to be taken exactly when they are scheduled.
Section 6.2 demonstrates potential benefits to multiple
levels of diskless checkpointing under that assumption.
We now explore how important the assumption of
equal intervals is to the analysis. Even in cases where
the application or system is able to schedule approxi-
mately equal intervals for checkpoints, deviations from
the precise schedule are still likely. We therefore ex-
plored the sensitivity of the solution to perturbations
of the checkpoint schedule. Any particular combination
of checkpoint coordination algorithm and application
will result in different deviations from a checkpoint
schedule. We instead pick a particular modification to
checkpoint schedules to demonstrate that 1) the analysis
does not immediately break with unequal intervals, and

2) that some potential checkpoint coordination behaviors
are covered by this analysis. In particular, we explore
the impact of a checkpoint coordination system that on
average has the desired exact intervals but deviates from
each checkpoint according to a normal distribution.

To evaluate this impact, we simulated both the un-
perturbed and a set of perturbed schedules. The pertur-
bation replaced each checkpoint completion time with
a new time selected from a Gaussian distribution cen-
tered at the original checkpoint completion time with a
standard deviation of 5 percent of an interval.

For the comparison, tests were run on the best check-
point schedules found through the previous exhaustive
search (see Section 6.2). We simulated 1000 indepen-
dently selected modified checkpoint schedules. The av-
erage of 10,000 complete runtime simulations was cal-
culated for each modified checkpoint schedule (instead
of stepping from 5000 to 20,000 as in Section 6.2). We
then computed the maximum percent difference between
the expected runtimes of the unmodified schedule versus
each of the 1000 modified schedules.

Figure 13 shows an example sensitivity analysis for
the case of A = 1.0, tr=10 minutes, and tc=1 minute.
Figure 13 indicates that the worst difference of all the
trials of optimal numbers of equal interval checkpoints
was 5.5% (A=4.0, tr=10 minutes, tc=1 minute, 3 levels).
The average difference was 0.3%, which indicates that
the impact of the inexact checkpoint schedules on the
expected program execution time is often negligible if
checkpoint intervals are not too far away from equal.

7 DISCUSSION

The experimental results show that 2-level and 3-
level diskless checkpointing outperforms the one-failure
checkpointing scheme in many cases, and performs
equally well in other cases. Sometimes the various
schemes use the same checkpointing schedule. A sin-
gle level, but multi-failure scheme (e.g., only having
checkpoints that can recover from up to 2 failures) may
perform as well as the 2-level or 3-level schemes for some
cases where the one-failure, 1-level scheme performed
poorly. In such a case that scheme may not perform
as well as the multi-level schemes where they com-
paratively matched the performance of the one-failure
scheme. As such, the use of a multi-level scheme is more
useful than any 1-level scheme with the same types of
checkpoints available.

As can be seen in Figure 14, increasing the failure
rate increases the benefit of multi-level diskless check-
pointing. The expected runtime for 1-level checkpointing
increases on a faster exponential curve than 2-level or 3-
level checkpointing. Additional levels of checkpointing
should be considered when the cost of checkpointing
and recovery for those levels does not exceed the benefit
provided. The cost of checkpointing and recovery for
additional levels should be considered based upon the
system being investigated. The assumptions about the
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Fig. 7. Comparison of analysis and simulation expected runtimes for the 1-level, 2-level, and 3-level schemes with
tc=1 min, tr=10 min, and A=1 failure/6 hours.
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Fig. 8. Comparison of analysis and simulation expected runtimes for the 1-level, 2-level, and 3-level schemes with
tc=1 min, tr=1 min, and \=4 failures/hour.
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Fig. 9. Comparison of analysis and simulation expected runtimes for the 1-level, 2-level, and 3-level schemes with
tc=1 min, tr=10 min, and A=1 failure/hour.
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Fig. 12. Comparison of analysis and simulation expected runtimes for the 1-level, 2-level, and 3-level schemes with

tc=10 min, tr=10 min, and A\=1 failure/hour.



DRAFT: IEEE TRANSACTIONS ON COMPUTERS

Maximum Percent Difference by Level.
Lambda= 1 Failure/Hour, tr=10 minutes, tc=1 minute

4.5

35

25

Percent

15

v T
0

1

2
Levels N

Fig. 13. The impact of inexact checkpoint schedules on the expected program execution time.
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Fig. 14. Speedup fraction of 2-Level and 3-Level schemes over the 1-Level scheme with increasing A. The tc and tr

parameters are held constant at 1 minute.

recovery time and checkpoint setup times (e.g. that the
recovery time from N failures is N times the recovery
time for one failure) may or may not hold in real world
systems, and as such these times should be evaluated
based on the system. Fortunately, the analysis technique
presented in this paper is independent of these assump-
tions and is still valid regardless of the checkpoint setup
and failure recovery times. Of course, changing these
parameters would change the results of the evaluation.

The current model assumes that failures are indepen-
dent; however, this is not likely in real systems. One way
to address this is through a sample implementation in
the system to verify the expected performance approxi-
mately matches the true performance. The weakness of
this approach is that the degree to which failures are cor-
related depends on the software, hardware, and configu-
ration of the system. Another way to address this would
be to study failure patterns of the real world system
and attempt to form a failure dependency graph. Upon
creation of this graph, along with the failure probabilities

that are derivable from this paper, it would be possible to
ascertain whether it is sufficiently independent to use the
model of this paper using the Lovasz local lemma. Upon
verifying that the failures are sufficiently independent,
the results of this paper could be used to determine what
kind of diskless checkpointing method should be used

for the system.

Coordination of checkpoints is a critical premise of this
work. The more obvious case where this method will
be effective is iterative methods (e.g., Conjugate Gra-
dient method, Generalized Minimal Residual method,
and Biconjugate Gradient Stabilized method) where each
iteration takes approximately the same amount of time
and a consistent checkpoint can be obtained automati-
cally at the end of any iteration. While the number of
iterations may not result in an exact match of the equal
interval schedule, the simulations in Section 6.3 indicate
that the analysis is still useful when the intervals are
approximately equal. In applications where checkpoint
coordination is more difficult, the use of roughly equal
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interval checkpoints combined with forced checkpoints
to ensure consistency is an option. This approach would
require additional overhead for forced checkpoints that
is dependent on the application. The analysis shown
here would apply if the additional overhead can be
factored into the total execution time in a fashion that
preserves roughly equal checkpoint intervals. Ultimately,
in some cases the ability to construct approximately
equal checkpoint intervals may be infeasible. Layered
diskless checkpoints may still be useful; however, the
analysis shown here is not applicable. A separate anal-
ysis should be considered for such cases.

8 CONCLUSION

We provide a method for deriving a pure analytic model
for the expected time to complete a program using two-
level diskless checkpointing, as well as an analytic model
that can be used in conjunction with numerical methods
for determining the expected time to complete a program
for a generic N-level diskless checkpointing system.
Additionally, we develop a simulation framework for N-
level diskless checkpointing, and compare the analysis
and simulation. Furthermore, we suggest a method to
search for near-optimal numbers of checkpoints and
levels that provide a reasonable starting point when ex-
haustive search is too expensive. The results of the model
indicate that N-level diskless checkpointing is a highly
promising system technique for improving the expected
runtimes of high performance computing programs for
a number of system configurations in comparison with
current methods. With increased processors and sub-
sequent increased failure rates, this method will help
improve expected execution times.
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