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= Next Steps

* Planned Milestones



Risks

Risks are In many
forms
¢ Operational risk
¢ Strategic risk
3 Stakeholder risk
¢ Compliance risk
¢ Reputational risk
% Financial risk
¢ Health and safety risk
% Cyber risks
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Presenter
Presentation Notes
Types of risks may include operational risk (things aren’t happening as efficiently and effectively as they could, or a breakdown in the process will create a problem), strategic risk (that Mine’s mission and goals won’t be achieved if x were to go wrong), stakeholder risk (the risk to potential stakeholders including students, employees, faculty, research partners, vendors, etc.), compliance risk (not complying with applicable regulations), reputational risk, financial risk, health and safety risks, cyber risks, etc.



Optimal Risk-Taking Yields Maximum Value

Not Enough Risk-

: Excessive Risk-Taki
Taking xcessive Risk-Taking

Expected
Enterprise Value

Risk Level

Source Credit: COSO: Risk Assessment in Practice by Deloitte & Touche, LLP


Presenter
Presentation Notes
The question is: How can Mines more effectively deal with risk? It’s not just downside risk, but upside risk as well.

Upside Risk – optimizing opportunity to create value (risk organization will outperform its strategic goals)
Downside Risk – potential losses or damages




Enterprise Risk Management
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“A process, effected by an entity’s
board of directors, management, and
other personnel, applied in strategy
setting and across the enterprise, -.

designed to identify potential events i e Valssa Businest Objectives |18 b s
that may affect the entity, manage risk y

to be within its risk appetite, to provide
reasonable assurance regarding the -
achievement of entity objectives.” O

QQ Risk, Strategy,
and Objective-Setting

~ Committee of Sponsoring
Organizations of the Treadway
Commission

Risk in Execution

Risk Information,
Communication,
and Reporting

" Monitoring Enterprise
I_ Risk Management
Performance

Source Credit: Revised COSO ERM Framework (2016) [


Presenter
Presentation Notes
Effective risk management directly affects institution success.



BENEFITS OF IMPLEMENTING ERM

= Holistic and cohesive system aimed at

= Enhance decision making and purposeful resource allocation

= Helps management make regarding risk

= Fosters through an organization-wide risk language
between departments and support beneficial change

= Improve understanding of the at Mines



PROPOSED ERM FRAMEWORK

Accountability

Assurance

Develop ERM
Framework

Assess Risk

Finance and Audit Committee

Executive Leadership

ERM Advisory Team

Oversight

Define Mines’
Risk Appetite

Determine
Responses




Advisory Team Objectives

Ensure an effective means to identify risk throughout Mines

Define levels of acceptable risk to take

Manage identified risks with adjustments for sustainability

Take acceptable risks to create value

Maximize enterprise profits

Reduce loss associated with risk



Presenter
Presentation Notes
Help create a mindset to focus on the strategy and mission when making decisions, to focus on the broader good of the Institution and how our decisions impact others.

To assure the institution’s mission is successfully achieved with the least possible risk, ERM goals include:
Embedding a risk-based decision making process across campus
Identifying and assessing risks
Assigning ownership of risk
Breaking down barriers between departments
Identifying risk drivers and causal relationships
Effectively managing risk/reward opportunities


ERM Implementation Steps
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ERM Survey Key Highlights

16 participants
« 3areas: Academic Departments, A&QO, and Student Life
e 7 Questions:

1.

2.

3.

On a scale from 1 (risk averse) to 5 (risk taker), how would you define Mines
risk appetite?

s there a common meaning of risk across campus? In the box below, please
articulate how you define risk?

What risk information is generated in your area and by whom? How s it acted
upon?

What emerging external risks do you monitor?

Would you or your department/unit be willing to participate in a cross-
department committee review of risks originating from your activities?

What are barriers or challenges for you to manage risk?

Do you think your area would benefit from having a risk-based decision making
process across campus? Why or why not?
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Presenter
Presentation Notes
Most departments are Mines are:
Monitoring emerging external risks (including EH&S who already performs formal risk assessments)
Willing to participate in a risk assessment committee
Think they would benefit from an ERM program, and


ERM Survey Key Highlights

On a scale from 1 (risk averse) to 5 (risk taker), how would you define
Mines risk appetite?

# of responses

(0}
1 2 3 4 5
Very Risk Averse Somewhat Risk Neutral Somewhat Takes High Risk Taker
Averse Risks

B Academic Affairs  ® Admin & Operations Student Life
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Presenter
Presentation Notes
We first surveyed the perception of the risk appetite at Mines. The chart shows risk appetite by department. This isn’t drawing conclusions, but rather providing information.

The weighted average of perceived Mines risk appetite was 2.81 out of 5, as you can see in the chart it’s fairly neutral, slightly skewed to risk averse (left).

.


ERM Survey Key Highlights

we take

There is a certain level of risk related to FéSea rCh

due to not

knowing the

How would you define

Mines’ risk appetite?

- We are
very risk averse on some things
that aren't high priority and vice

we have a "do what you want" culture and any policy versa

following is considered tOO I’iSk averse
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ERM Survey Key Highlights

Is there a common meaning of risk across campus? \[o

How do you define risk?

¢ “Risk is the that a person may not be harmed or suffers adverse
health effects if exposed to a !

** “Management of or conditions that impact business
operations/goals”

o or harm to CSM”

¢ “| generally think of risk as the likelihood of something (generally bad) — a
threat - "

¢ “Your definition of types above is the I've specifically considered a

+» “Causing significant harm to Mines from a
perspective”
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Presenter
Presentation Notes
We also asked about the definition of risk on campus. No common meaning of risk.

Summary of Risk Definition 
Haven't thought about it in this way
Don't know
Aware of negative risks (rule breaking, audit findings, harm, adverse health effects, threat



ERM Survey Key Highlights

No barriers or challenges

Other

Lack of authority

Lack of knowledge

Lack of collaboration across departments

Lack of training

Lack of tools/resources

(s

0% 10% 20% 30% 4,0% 50% 60% 70%


Presenter
Presentation Notes
Getting campus some training and tools to work together could be what our ERM program looks like here.


ERM @ Mines

Mines without ERM

Inconsistent definition of risk
Haphazard decision-making
Silos

Challenges to managing risks

Some monitoring of emerging
risks

Mines with ERM

Defined risk appetite

Risk mindset
Cross-departmental collaboration
Resources for managing risk

Enhanced awareness and
monitoring of risks
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Presenter
Presentation Notes
The great part is that we can make the ERM program fit our needs – it could be as simple as education and developing a mindset or it could be more robust. 

There are good things to what we are already doing – build on what we have to bring it together in a more consistent, purposeful way. To help us be more mindful of the decisions we are taking, to monitor and actively manage, and to be able to take advantage of opportunities we may not otherwise be able to do. As there are things already happening, Mines is positioned well to implement. And the idea is to make the framework fit our culture and make it work for us. It’s not a one size fits all type of program. 



Next Steps

Create and train core
team of risk owners and
leaders

Expand the team and
refine the process

Establish roles,

commitment and
define risk

Monitor performance and
report on metrics

Develop
framework to
assess risk

Perform initial risk
assessment
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Planned Milestones

212812017

- N 5/31/2017 10/31/2017
SOC.Ia.|Ize ERM and identify Formalize goals Develop framework
participants

12/31/2016
Determine need & make
recommendations

4/30/17 8/31/17
Train participants Define risk appetite
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Planned Milestones (cont.)

4/30/2018
Prioritize risks and develop
response plans

2/28/2018
Perform initial risk
assessment

Ongoing
Communication

6/30/2018
Monitor performance and
reporting
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Questions?
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